


As an etnographer, you probably use 
Google Drive or some other platform 
to store your data. 


But have you ever thought about what 
exactly the cloud 1s and how it works? 


How do companies owning those 
platforms organize all their data? 


Is your data safe 
on that platform? 


Does the company have 
access to your data? 


You will find answers to all those 
questions in this zine! 


What is A claude 


"The cloud” deals with servers, alonside software and databases that 
are on those servers. 
It gives the user access to the same files from anywhere because the 
files are stores on data centers worldwide, instead of only 
This is why you can access files and data from anywhere 
with an Internet connection. (9) 









an internet browser 
accessing those data 
and programs (8) 


a server 
hosting data 


= 
programs 
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PUBLIC 


—> cloud computing 
that's delivered via the 
Internet and available for 
multiple organizations 
and the general public 


HYBRID 
COMMUNITY 
—> involves a combination 
of both public —Y a variation of the private 
and cloud 


private clouds (9) 
—> community clouds are 


ideal to manage joint 
projects across multiple 
organizations (10) 
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Software asa Service W AK Platform as a service 


(Saas) (Paas) 


delivers a framework 
from developers that they can 
build upon and leaves room 
for creating customized 
applications. 


delivers a complete cloud 
computing infrastructure 


private cloud 


examples: Microsoft 365, Google 


mostly used when 
Workspace, Dropbox (12) (19) (20) 


multiple developers are working 
on the same development project 


community cloud 


examples: salesforce.com, AWS Elastic 


Beanstalk, Heroku (11)(12) (19) 
Infrastructure as a Service 
(Iaas) 


self-service for accesing 
and monitoring computers, network- 
ing, storage, and other 
services 


public cloud 


examples: Rackspace, DigitalOcean, 
Linode (12) (19) (20) 


Saas Paas laas 
e low cost 

e less secure 
e less control 


° high costs 

e most secure 

ə control over 
the underlying infrastructure 
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public clouds offer less control than private clouds, 

while private clouds require a lot more investment 
storing your research data in either of these requires 
considerations of potential threaths to your data (10) 


main causes for cloud security issues: 





( firewalls, antivirus or intrusion detection systems do not offer 
adequate security in vitrualized systems due to rapid spread of 
the threaths via vitrualized environments) (2) 


can lead to data breaches 





can lead to: unauthorized access, 
often point of access for hackers 
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Do.“ 


— encrypt your data (14 (15) 








—> use a private cloud if possible (1) 
—> keep your data as anonymous 
as possible: avoid including things like 


names, phone numbers, addresses (14) 


have a backup for your 
sensitive data (14) 


—> be cautious if a company is lacking 
transparency (13) 


Dont X 


—Pusea short password (15) 





— share your cloud data trough private 
devices like the mobile phone (16) 


— choose a cloud provider without 
thorough knowledge of their system, 
and safety structures (17) 
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Consequences of data leak: 


—f> leak of confidential information and 
coproduced knowledge 
potential irreversible 
harm to informants 
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—P reduced trust in your project 
and methods 
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—P loss of funding 
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—f> ho possiblity to proceed futher in your 
research if informants lose trust in you 
as an ethnographer 


Cloud's influence on environment: 


—l> big corporations are emmiting large am- 
mounts of CO2 often 
BUT 
—l> migrating to cloud computing can reduce 
emmisions by 59 million tons 
per year (4) (16) 





What can you do to lower the impact? 
—P keep size of images, fonts, videos to an 
absolute minimum (5) 


—? choose a green cloud that focuses 
attention towards lowering 
its environmental impact (6) 
(for example: Google) 
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